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V/v Thong béo thu doan hoat dong
Lira dao chiém doat tai san
trén Khong gian mang

Kinh gui:
- Cac Ban xay dung Dang thudc Thanh ty Lao Cai
- Céc phong chuyén moén thugc UBND TP. Lao Cai
- Bi thu Pang ty, Chu tich UBND céc x4, phuong

- Truéng Cong an céc xa, phuong

Trong thoi gian vira qua tinh hinh hoat dong loi dung khong gian mang dé
Lira dao chiém doat tai sdn trén dia ban c nuéc néi chung va dia ban thanh phé
Lao Cai néi rleng c¢6 nhiéu dién bién phic tap v6i nhidu hinh thirc va thi doan
ngay cang tinh vi, phirc tap. Trong d6 ngoai s6 cong dén bj xa4m hai c6 trinh d6
hiéu biét va nhén thirc phap luat han ché thi hién nay s ngudi bi hai 14 ngudi c6
trinh d6 nhén thirc cao ciing khong ngimg gia tang. Tir d6 gdy anh hudng lén dén
tinh hinh ANTT tai dia phuong va gdy biic xic trong quan chiing nhéan dan.

Déc bi€t hién nay trén dia ban thanh pho Lao Cai dang xuét hién tinh trang
Mot so dbi tugng la ngum dia phuong, do thiéu hiéu biét va hdm 101 d4 c6 hoat
dong cau ket méc ndi véi mot sé doi tugng tir cac dia phuong khic dén dia ban
thanh pho, t6 chirc 16i kéo nhiéu céng dén trén dia ban tu tap dong nguoi tai cac
dia diém nhu: Quén ca phe hodc nha riéng ctia céc dbi tuong, t6 chirc tuyén truyén,
quéang céo, kéu goi nguoi dan dau tu mua ban, st dung tién 4o, dau tu trén san
chtng khoan 4o véi hira hen tao ra lai sudt lén dé danh vao tim ly ham 101 cua
ngudi dan nhim Lira ddo chiém doat tai san. Ngoai ra theo théng bdo ctia Cuc
Canh sét hinh sy, Cuc An ninh mang — B Cong an va Phong Canh sat hinh sy,
Phong An ninh mang — Céng an tinh Lao Cai hién nay trén ca nuée da xut hién
téng cong 24 thi doan hoat dong Lira dao chiém doat tai san trén khong gian
mang, cu thé nhu sau:

- Thii doan thir nhit: QUANG CAO BAN COMBO DU LICH GIA RE.
Céc dbi tuong thuc hién hanh vi Lira ddo chiém doat tién bac, théng tin c4 nhén
qua cac hinh thitc by mua dich vu du lich tron géi véi gié ré.

- Thu doan thir hai: CUQC GQI VIDEO DEEPFAKE, DEEPVOICE.

Céc dbi tuong sir dung cong nghé tri tué nhén tao (AI) dé tao ra nhitng video gia
ngudi than, ban bé dé thuc hién céc cude goi lira ddo truc tuyén.

- Thu doan thtr ba: GIA MAO BIEN LAI CHUYEN TIEN THANH
CONG. Céc dbi tugng lira nan nhan mua hang s6 lugng 16n trén mang xa hoi.
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Lam gia bién lai chuyén tién thanh cong bang phdn mém giri dén nan nhéan dé Lira
dao chiém doat tai san.
- Thu dogn thir tu: GIA DANH NHAN VIEN Y TE BAO NGUOI THAN

PANG CAP CUU. Cac dbi tugng goi dién thoai théng bdo nguoi than dang nam
cAp ctru trong bénh vién, yéu cdu chuyén tién dé mé gap nham chiém doat tai san.

- Thii doan thr ném: TUYEN NGUOI MAU NHI. Céc d6i twong loi dung
mang x& hoi tlep can, du do cac bac phu huynh cho con déng ky tng tuyén ngudi
mAu nhi. Yéu cau nan nhén déng nhiéu loai phi dé chiém doat tai san.

Coim ThuAdoan thir sau:'THONG BAO KHOA SIM Vi CHUA CHUAN
HOA THUE BAO. Cac do6i tugng goi dién thoai théng bao khéa dich vu vién
thong. Nan nhéan lam theo hudng dan s€ bi chiém doat cac thong tin c4 nhén.

- Thu doan thu bay GIA DANH CONG TY TAI CHINH. Cung cép
khoan vay tién v6i 14i suét thip, thu tuc don gian. Yéu ciu nan nhan dong phi lam
thu tuc rdi chiém doat.

- Thu doan thir tdm: CAI UNG DUNG, LINK QUANG CAO CO BAC,
CA PO, TIN DUNG PEN. Céc dbi tuong gai bay quang cao, Umg dung cho vay.
Nan nhén sau khi cai dat img dung va cap quyén cho g dung truy cép vao dién
thoai s& bi ké gian chiém doat thong tin c4 nhén.

- Thii doan thit chin: GIA MAO TRANG THONG TIN PIEN TU, CO
QUAN, DOANH NGHIEP. C4c dbi tuong tao trang Web gia mao c6 giao dién
gidng voi trang Web ctlia cic co quan, doanh nghiép khi ngudi dung khai béo
théng tin trén trang web gia mao s& bj danh cép thong tin c4 nhan.

- Tha doan thr mudi: GIA MAO TIN NHAN SMS BRANDNAME,
PHAT TAN TIN NHAN GIA MAO. Céc d6i tuong str dung tram phat song BTS
giad mao dé giri hang loat tin nhan lra d4o t&i ngudi ding. Nan nhan lam theo
huéng dan s& bi danh cép thong tin.

- Thii doan mudi mét: LUA DPAO PAU TU CHUNG KHOAN, TIEN
A0, PA CAP. Cic dbi tugng gui duong Link thanh toan truc tuyén tham gla san
giao dich chimg khoan tién 4o da cip, yéu cau nan nhén gii tién dit coc roi chiém
doat.

- Thu doan mudi hai: LUA PAO TUYEN CONG TAC VIEN LAM
VIEC ONLINE. Tuyén cong tac vién lam “viéc nhe, luong cao”, gia mao cac
trang web cua cdac san thuong mai dién tir nhu: Tiki, Shopee, Lazada.. .dé thuc
hién cac nhiém vu ban hang trén mang dé duogc tang qua. Sau d6 khi nap tién vao
tai khoan cuia céc d6i tuong sé bi chiém doat.

- Thi doan mudi ba: PANH CAP TAI KHOAN MANG XA HQI, NHAN
TIN LUA PAO. Cac dbi twong chiém quyén ding nhép vao tai khoan mang xa
hoi Facebook, Zalo nhén tin cho ban bé, nguoi than héi vay tién dé chiém doat tai
san.
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an goi dién de doa c0 lién quan dén céc dudng day ma tiy va st dung céc chiéu
tro Itra dao chiém doat tai san cia nan nhan.

- Thii doan mudi 1am: RAO BAN HANG GIA, HANG NHAI TREN
SAN THUONG MAI PIEN TU. Ping tai quing cdo moi chao ngudi tiéu ding

mua hang gia, hang kém chét lugng khong rd nguén gdc trén céc san thuong mai
dién tir dé chiém doat tai san.

- Thii doan muoi séu: PANH CAP THONG TIN CCCD PE VAY NQ
TIN DUNG. Céc d6i tuong by ngudi ding Internet khai bao thong tin CCCD
trén cac mau khao sét. Tir d6 st dung thong tin cé nhén da dénh cap dé vay ng tin
dung.

- Thi doan mudi biy: CHUYEN NHAM TIEN VAO TAI KHOAN
NGAN HANG. Céc dbi tuong lira d4o chuyén nhdm tién vao tai khoan Ngan
hang va gia danh ngudi thu hdi ng dé doa nat va yéu cau ho tra lai tién vira nhan
nhu mét khoan vay véi sb 13i cét cd.

- Thi doan mudi tdm: DICH VU LAY LAI TIEN KHI PA BI LUA
PAO. Céc dbi twong gia danh nhan vat ¢ uy tin, sirc anh hudng lién hé cung cip
dich vu l4y lai tién d& mat cho nan nhan. Yéu cau nan nhén thanh toén trudc hodc
cung cap thong tin cé nhén va thong tin vé tai khoan ngan hang cing mi OTP dé
chiém doat.

- Thii doan mudi chin: PANH CAP MA OTP CUA TELEGRAM VA
CUA TAI KHOAN NGAN HAN G. Céc d6i tuong 1ap tai khodn Telegram tai
khoan mang tén cac ngén hang rdi gia danh céc co quan, t6 chirc giri tin nhin yéu
cau xac thuc tai khoan hodc ning han muc tin dung cho nan nhan nhim chiém
doat m& OTP dé truy cép tai khoan ciia ngudi ding va chiém doat tai san.

- Thu doan hai muoi: THONG TIN GIA VE CUQC GQI MAT TIEN
FLASHALI Goi dién thong béo tin gia, huéng dan phong tranh cude goi mét tién
Flash AL Nan nhan 1am theo huéng dan s& bi chiém doat thong tin ca nhan.

- Thi doan hai muoi mét: DICH VU LAY LAI TAI KHOAN
FACEBOOK. Tao trang web quang cdo dich vu l4y lai tai khoéan facebook. Yéu
cau ngudi ding cung cap tién coc, théng tin ca nhan dé chiém doat.

- Tht doan hai muoi hai: RAI LINK PHISHING, SEEDING QUANG
CAO BAN TREN MANG XA HOL. Tao trang web gia mao Ngén hang hoic
dich vu truc tuyén véi muc dich thu thap thong tin ¢4 nhan ctia ngudi ding Internet
dé loi dung hoat dong pham toi.

- Thii doan hai muoi ba: CHO SO PANH LO, PE. Céc dbi tuong gia danh
nhan vién céng ty x4 s6 chiéu du ngudi ding choi sb 16, d va yéu cau nan nhan
chi tra tién hoa hong.

- Thi doan hai muoi bén: BAY TINH CAM, PAU TU TAI CHINH, GUT
BUU KIEN, TRUNG THU'()’N G. Céc dbi trong théng qua cac mang x3 hoi va
Ung dung hen ho dé tlep can nguoi dung. Loi dung tinh cam cua nan nhén ltra
chuyén tién, kéu goi dau tu tai chinh hodc ltra tdng qua c6 gia tri tir nudc ngoai
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r01 gia danh cac co quan Thué, Hai quan dé yéu ciu ndp céc 1é phi dé nhan qua
rdi chiém doat tai san.

Mic dii cong tac tuyén truyén vé phuong thire, thu doan hoat dong pham
t0i cua loai 01 pham ndi trén dé dugc nhidu co quan, ban nganh, cip ty, chinh
quyen dia phuong t6 chitc thyc hién dudi nhidu hinh thirc khéc nhau. Tuy nhién
sO vu pham to1 van khong gidm béi céc Iy do: Trinh d6 nhén thirc va hiéu biét ciia
mot s0 Pang vién, Can by Cong chirc, Vién chirc va ngudi dan vé an ninh an toan
mang thoéng tin chua déy du; céc doi tugng danh vao tam ly ham 161, “lam viéc
nhe, huéng luong cao, dau tu it huéng nhidu” cua nguoi dan dé loi dung hoat
dong pham tdi. Ngoai ra mot nguyen nhan chinh khéc din dén s6 vu pham phap
vé hinh su trén khéng gian mang ngay cang ting la bdi cong tac tuyén truyén vé
phuong thurc, thu doan hoat dong pham t6i cua céc co quan chirc nang va chinh
quyen céc cap chua kip thoi va chua phil hop nén ngu'on dén chua quan tdm, cha
¥ dén nén chua dat hidu qua cao. Do d6 trong thoi glan t6i, dé phong ngira, déu
tranh c6 hiéu qua ddi vé6i toi pham loi dung khong gian mang xam pham TTXH.
Céng an thanh ph6 Lao Cai thong bdo dén céc Ban x4y dung Pang thudc Thanh
tty Lao Cai, cac phong chuyén mén thuoc UBND thanh phd Lao Cai, dong chi Bi
thu, Chi tich UBND va Trudng Cong an céc x4, phuong thude thanh phd Lao Cai
vé céc phuong thire thu doan hoat dong pham t6i Lira ddo chjérn doat tai san trén
khong gian mang va dé nghi cac ddng chi td chirc tuyén truyén sau, rong dén céc
d/c Pang vién, Cong chitc, Vién chirc va Nhan dan trén dia ban toan thanh pho
biét d& moi ngurdi nng cao tinh than canh gidc va chu dong phong ngira, t gide
toi pham. Theo d6 khuyén céo dén can bd Péang vién, can bd Cong chire, Vién
chirc va nguoi dan nhitng ndi dung sau:

1. Giir bi mét, khong cung cép thong tin c4 nhan, thong tin tai khoan ngén
hang cho ngudi khéng quen biét khi chwra x4c minh cuy thé.

2. Khi nhén cac tin nha.n cudc goi hoi vay tién (ké ca ngudi than quen),
khong chuyén tién ngay, can x4c nhén lai qua nhidu kénh thong tin.

3. Tuyét dbi khoéng cung cap mi OTP tai khoan ngan hang cho bat cir ai,
than trong khi quét bat cr ma QR nao.

4. Canh giac véi cude goi, tin nhan tir s6 may la.

5. Néu tai khoan nhan dugc tién chuyen nhim, khéng st dung chi tiéu cé
nhén, chi 1am viéc v6i ngan hang @& giai quyét.

6. Khong truy cép vao cac duong link gén kém trong ndi dung tin nhin la,
khong thao tac theo ci phap dugc hudng dan bdi nguoi la.

7. Khong mua bén, cho mugn gidy to tiy thén, tai khoan ngan hang.

8. Khéng tin vao 101 moi chao “viéc nhe, lvong cao”, viéc tang qua cua
nguoi la..

9. Khong vay tién online, dAu tu tai chinh, tién 4o trai phép trén khéng glan

mang, tuyét dbi khong dau tu khi chua tim hiéu 5 rang; khéng choi 16 d, c4 do
béng da trén khong gian mang.
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Trén day la Thong bao thi doan hoat dong Lira dao chiém doat tai san trén
khong gian mang ctia Cong an thanh ph6 Lao Cai. D& nghi cac Ban xdy dung
Pang thuéc Thanh ty Lao Cai, cic Phong chuyén mén thudéc UBND thanh phd
Lao Cai, d/c Bi thu, Chu tich UBND va Trudng Cong an cac x4, phuong nghién
ciru trién khai thuc hién./. . (, o

Noi nhin: TRUONG CONG AN THANH PHO
- Nhu kinh giri; "
- Luu: VT, CSHS.,G

Thwong td DS Tuédn Son
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